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Introduction

At the end of 2023 the draft regulation of elD (the eIDAS2 legislation) was published. The amending
draft was identified as document 15149/23 from the Council of the European Union.

This draft Regulation was an amending regulation and was not published in a consolidated form.
In order to make the draft elD Regulation more readable, the eIDAS and the new draft elD Regulation
have been merged by Microsec:

e The original text is the text of eIDAS, while the parts modified with change tracking are taken
from the draft elD (eIDAS2) Regulation.

e The number and the title of the Articles have been merged into a single line so that the table
of contents can index them.

This document does not only contain the consolidated version of the text, but also examines other
aspects of the draft, and thus consists of the following sections:

e Executive summary
In this section, the most important information about the draft elD regulation were
summarized.
e The changes
In this section the changes have been examined, identifying the sections that have changed
and those that have not. For the sections that have changed, the change is also described.
e The error lists
In this section, the errors in the draft amendment, be they typing errors, problems of
understanding, technical problems, etc., have been identified.
e The deadlines
This section collects the new deadlines scattered throughout the draft amending act.
e The consolidated elD draft
The draft merged manually with track changes.

The utmost care has been taken in the preparation of this document. If you find any errors, please
report them to viktor.varga@microsec.com.
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Executive summary

The draft elD Regulation has been amended to make it compatible with elDAS as follows:

1.
2.

elDAS originally consists of 52 Articles.

Of these, 37 are not or minimally modified, 3 have been deleted and 12 have been significantly
modified.

The new draft regulation adds 33 new Articles, so in the end the draft elD regulation has
82 Articles.

The requirements for new services are covered in 2/3 of the new parts. The new services are:

EDIW (European Digital Identity Wallet)

The EDIW is a mobile Wallet service that allows you to share your identity (to identify,
authenticate yourself) and other attributes, from your mobile phone, primarily for public
administration and connected services. It is planned to be used for both online and offline
transactions. Such a Wallet is required to be developed in all EU Member States.

The requirements will cover the following areas: requirements for the Wallet itself,
requirements for Relying parties where we can use EDIW, requirements for certification,
requirements for the Wallet Trust List and mandatory acceptance at EU level.

attribute attestation service

A qualified attribute service certifies our attributes, its electronic attestation (attribute
attestation) is legally equivalent to its paper form.

This means that we can obtain a valid electronic attestation from a qualified service provider,
for example, about our personal data, education, age, marital status, driving licence, identity
cards, etc.

A special case of attribute services is the Public Sector Body attribute service, which is an
attribute service provided by an administrative manager of a given authentic data source (e.g.
a government agency), which returns the data it manages in the form of an attribute
attestation. The attestation issued is legally equivalent to a qualified attribute attestation, and
its technical security requirements are as strong as required for a QTSP.

archiving

This differs from preservation in that it is no longer just digitally signed data that can be
accepted for archiving, but anything. (The Preservation Service, on the other hand, is the
preservation of digitally signed data.)

ledger

The ledger service verifies the chronological order and integrity of the data entered.
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In terms of amendments to the previous text, the most significant changes are:

Managed Remote Qualified Signature Creation Device (RQSCD) is now a separate service.
Requirements are introduced for non-qualified trust services.
Qualified trust services are also supervised by the NIS2 supervisory body, NIS2 requirements
must be met.
The identification and verification requirements for qualified certificate issuance are changed:
0 EDIW isintroduced as a possible identification method.
0 For remote identification, a high-level identification solution is required, but it is not
necessary for the solution to be recognized at national level.
0 A certificate issued with remote identification becomes eligible for a certificate with
qualified signature.
Depending on the results of assessment by the Commission, it is possible that there will be
implementation regulation from the Commission on the standard for advanced electronic
signatures (in 24 months)
The validity of the certification of Qualified Signature Creation Device (QSCD) devices should
not exceed 5 years and a vulnerability assessment is required every 2 years.
There will be regulation of the verification of advanced signatures based on QSCD.
Planned changes at a QTSP must be approved by Supervisory Body of Trust services.
Devices with SSCD certification can be used only for 36 months after the Regulation enters into
force.
RQSCD services already in operation at the date of entry into force of the elD Regulation can
be considered compliant without a compliance assessment for 24 months.
Identifications according to elDAS Article 24 may be used for 24 months after the Regulation
enters into force.
Member States have 24 months to give qualified service providers access to a credible source
of the data listed in Annex VI.
In the 6th month after entry into force 10 and in the 12th month 22 Articles are expected to
be referenced to a standard or process in the framework of a Commission implementing
regulation.

The proposed amendment contains errors, perhaps the most disturbing of these:

In Article 24, the regulation does not allow attributes to be verified using the Public Sector
Body attribute attestation, because it is missing from the list.

For QWAC, service certification for the new specifications is only possible after the publication
of the Commission implementing regulation.

9/136



miCroscoc

The changes

The changes to the draft elD Regulation compared to eIDAS2 are summarized below.
The changes can be grouped into the following categories:

e unchanged articles,

e minimal changes that do not change the interpretation,

e articles updated with the deadline for Commission legislation,
e articles updated with the new trust services,

e articles completely deleted,

e completely new articles or significantly changed articles.

Unchanged articles

The following articles were unchanged:

e Article4,6, 7,10, 11, 22, 23, 39, 40, 43, 46, 48, 50

Minimal changes that do not change the interpretation

The following articles have been slightly modified, but without changing the meaning:

e Article5, 8,9, 12,13, 14, 25, 27, 28, 35, 37, 41, Annex IV

Articles updated with the deadline for Commission legislation

Deadlines for Commission legislation have been added to the following articles:

e Article 31,32, 33, 34, 36, 38, 42,44

Articles updated with the new trust services

New trust services have been added in the following articles:

e Article1,2,3,47

Articles completely deleted

e Article17, 18, 19
The articles on the supervisory body, mutual assistance and security requirements of the TSP
have been deleted and the relevant provisions are reflected in other articles.
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Articles completely new or significantly changed

Preamble paragraphs

Since the Court of Justice of the European Communities has ruled that the preamble to a
Community act does not has binding legal force?, so we will not describe the changes.
Article 6a

EDIW requirements.

Article 6b

EDIW relying party requirements.

Article 6¢

EDIW certification requirements.

Article 6d

Publication of EDIW "trust list"

Article 6da

Security breach response requirements of EDIWs.

Article 6db

Mandatory acceptance of EDIWSs in public services for electronic identification.

Article 11a

Mandatory acceptance of EDIWs in cross border electronic identification.

Article 12a

Certification requirements of electronic identification schemes.

Article 12b

Gatekeepers shall allow EDIWs.

Article 15

Accessibility requirements: trust services should be aligned with the requirements set out
Annex | of Directive 2019/882.

Article 16

Penalties; the maximum penalty is 5m € or 1% total worldwide turnover, whichever is higher.
Article 19a

Non-qualified trust services requirements.

Article 20

Supervision of qualified TSPs:

0 The Supervisory Body (SB) shall be notified about the planned audits of TSP, and the
SB can participate on the audit.

0 Member states shall notify the Commission about the CABs carrying out conformity
assessments and the Commission shall publish a list of them. CABs to the
Commission, and the Commission shall publish a list of them.

Please note: these CABs do not have to be designated.
Article 21
Initiation of a qualified trust service: NIS2 Supervisory Body action is mandatory.

! The Court of Justice of The European Union (1998, November 19) C-162/97 - Nilsson and
Others - Judgment of the Court https://curia.europa.eu/juris/liste.jsf?language=en&num=C-

162/97
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Article 24
O paragraph1 -
= The order of identification methods were shifted (a->d; b->a; c->b; d->c).
=  Wallet was added as identification means.
= Remote identification shall be carried out on level “high”
= There is no need for national recognition of the remote identification
method.
= A certificate issued with remote authentication can now be used to request a
certificate with an electronic signature.
= A new option for verifying the data to be included in the certificate has been
added: the use of qualified attribute attestation.
= Important: attribute attestations issued by a PSB CANNOT be used.
O paragraph 2
= The qualified provider must obtain authorization from the supervisory body
one month before implementing any change.
Article 24a
EU wide recognition of qualified services and devices. The previous recognition sentences in
elDAS are collected in this Article.
Article 26
Advanced signatures; The Commission may draw up a list of standards and procedures in the
light of experience.
Article 29
QSCD requirement; the managed RQSCD requirements were added here.
Article 29a
RQSCD detailed requirements
Article 30
QSCD certification; certificate shall be only valid for 5 years. In every 2 years vulnerability
assessment is mandatory.
Article 32a
Requirements for the validation of advanced electronic signatures based on qualified
certificates.
Article 39a
RQSCD for seals; Article 29a apply mutatis mutandis.
Article 40a
Requirements for advanced electronic seals based on qualified certificates: Article 32a apply
mutatis mutandis.
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o Article 45
Requirement for QWACs
0 QWAGCs shall be recognized by web browsers.
0 The assessment can only be made on the basis of a standard list to be established by
the Committee, i.e. only after this implementing regulation is created and in force.
Compared with the terminology in force for other services, the difference and the
problem with the wording is apparent:

Evaluation of compliance with those requirements shall be carried out in
accordance with the standards and the specifications referred to in paragraph
X.

A

Compliance with the requirements laid down in paragraph x/Annex x shall be
presumed where <service> meets those standards.

e Article 45a-1
Cybersecurity precautionary measures.
e Article 45a
Legal effect of attribute attestation; legal effect cannot be denied, qualified and PSB attribute
attestations shall have the same legal effect as the lawfully issued attestation in paper form.
e Article 45b
Qualified attribute attestation only usable for authentication for a public service, if the
Member State allows it. If allowed in a Member State, then qualified attributes from other
Member States shall be also accepted.
e Article 45c
Requirements for qualified electronic attestation of attributes;
0 References the Annex V.
0 The assessment can only be made on the basis of a standard list to be established by
the Committee, i.e. only after this implementing regulation is created and in force.
Compared with the terminology in force for other services, the difference and the
problem with the wording is apparent:

Evaluation of compliance with those requirements shall be carried out in
accordance with the standards and the specifications referred to in paragraph
X.

Vs

Compliance with the requirements laid down in paragraph x/Annex x shall be
presumed where <service> meets those standards.

e Article 45d
Verification of attributes against authentic sources:
0 Members State shall ensure access to trust services for authentic data.
0 The Commission shall have an implementing act to define catalogue of attributes and
schemes.
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Article 45da
PSB attribute attestation requirements:
0 The qualified seal of PSB shall include special data.
0 The reliability and security of PSB shall be the same as the QTSP.
0 Member State shall notify the PSBs to the EU.
Article 45e
Issuing attestation to Wallet: EDIW user shall have the possibility to access and manage
attributes. For qualified attribute attestations, implementing the EDIW interface is
mandatory.
Article 45f
Additional rules for attribute attestation:
0 The data shall not be combined with data from other services, shall kept logically
separate and the functionally shall be separated from other services.

Article 45g

Legal effect of archiving services.

Article 45ga

Requirements for qualified electronic archiving services.
Article 45h

Legal effect of ledger services.

Article 45i

Requirements for qualified electronic ledger services.
Article 46a

Supervision of the EDIW framework.

Article 46b

Supervision of trust services
Please note: in the Chapter Ill Section 2 and 3 also about supervision (Article 19a, 20, 21)
Article 46¢
Single points of contact
Article 46d
Mutual assistance
Article 46e
The European Digital Identity Cooperation Group
Article 48a
Member State reporting requirements
Article 49
Review of the Regulation 24 months after its entry into force.
Article 52
Entry into force:
0 SSCD certified under the Directive can only be accepted for 36 months from the date
of entry into force.
0 Qualified certificates issued under the Directive are only valid for 24 months from
the date of entry into force.
0 Qualified remote signature services already in operation may continue to operate
without a compliance assessment for 24 months from the date of entry into force.
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Please note: This Article can be found on the error list too.

Annex |

Point (i) has been modified so that revocation information can include information not just
path (e.g., NoRevAvail extension for validity assured short time certificates).

Annex I

Requirements of managed remote QSCD services were removed. (There is a dedicated Article
for this purpose.)

Annex Il

Point (i) has been modified so that revocation information can include information not just
path (e.g., NoRevAvail extension for validity assured short time certificates).

Annex V

Requirements of qualified attribute attestation; requirements are similar to Annex I, with
one exception, the attribute attestation shall have qualified signature or seal in it.

Annex VI

Minimum list of attributes; Member States shall provide access to authentic data sources for
QTSPs for the attributes listed in this Annex.

Annex Via

Requirements of attribute attestation for Public sector Bodies (PSB); requirements are similar
to Annex V, except no QCStatements required.
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The error lists

The published version of the draft elD (eIDAS2) Regulation contains various bugs, which we have
collected here, grouped into different categories.

These categories are:

Inconsistent, wrong numbering

They may be repeated, incorrect numbering, gaps in the numbering, their correction in most
of the cases is either not necessary or not a problem.

Formatting errors

These are poor formatting, such as incorrect indentation, duplicate or missing headings, etc.
Do not interfere with understanding.

Typos

A few typos. Do not interfere with understanding.

Unrepealed paragraphs of the eIDAS

Following the merger, in the case of Articles 50, 51 and 52, the amendment has not repealed
the parts which still affect the Directive. These parts do not make sense, they should be
addressed in the draft amendment so that they are not included in the final elD Regulation.
Other inconsistencies

In the draft, the legal formula used is sometimes inappropriate. In these cases, the correct
terminology may be to change or replace rather than insert. It does not interfere with
understanding, but from a legal technical point of view, it is necessary to correct them in the
final eID Regulation.

Inconsistent, wrong numbering of items

There are many places where the numbering during drafting is not consistent.

These are:

Paragraphs with the same number.

The following paragraph numbers were assigned multiple times (twice or more):
0 preamble paragraph (9a)
0 preamble paragraph (31a)

Gap in the numbering.
These are the gaps in the numbering of the items:

0 preamble paragraph (11b), (17a), (36a), (36b), (36f)
preamble paragraph (21) (draft deleted this paragraph)
Article 3 point (51), (52), (55a)

Article 6a paragraph 3 (a) point (i)

Article 6a paragraph 3 (ab)

Article 6a paragraph 4 point (a): (4b), (4f), (4g),
Article 6a paragraph 4 (d), (ea), (eb),

Article 6a paragraph 5 (b), (c)

Article 6a paragraph 5b

O 00O O0OO0OO0OO0OOo
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Article 6b paragraph 1c, 1f

Article 6¢ paragraph 5 (draft added an empty paragraph, which is omitted)
Article 11a paragraph 2.

Article 12 paragraph 7.

Article 17-19 (draft deleted these)
Article 24 paragraph 2 point j
Article 27 paragraph 4

Article 37 paragraph 4

Article 45 paragraph 2a

Article 45a paragraph 3

Article 45f paragraph 3

O 00O O0O0OO0OO0OO0OOo0OO0oOOo

e Mistake in the numbering.
These were wrong and corrected:
O Article 19a paragraph 1 (a) - Numbered as (cc), corrected to (a).
Article 19a paragraph 1 (a) point (i) - The numbering was missing, added.
Article 26 paragraph 1 - The numbering was missing, added.
Article 36 paragraph 1 - The numbering was missing, added.
Article 44 paragraph 2b — Numbered as (2b) corrected to 2b.

O O O O

Formatting errors

There are few places where the formatting of the draft is wrong. These and the activity carried out
on them are:

e preamble paragraph (21) — Adds a deleted paragraph. Omitted. Also added to the gaps in
numbering list.

e Article 6a paragraph 3 - Single item list. Untouched.

e Article 6a paragraph 4a, 4b, 5a, 5¢ - The indentation of the paragraphs was incorrect.
Corrected.

e Article 6¢ paragraph 5 - The draft adds a blank paragraph. Omitted. Also added to the gaps in
numbering list.

e Article 19a - The article has not been given a title. Untouched.

e Annex Via — The title was duplicated. The second instance was omitted.

Typos

The wording contains typos in some places. These are:
e Article 6a paragraph 6 - 'a' instead of 'an'. Untouched.

6. The European Digital Identity Wallets shall be provided under an electronic
identification scheme of level of assurance ‘high’.

e Article 20 paragraph 1a - 'at the latest' instead of 'at least'. Untouched.
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1a. Qualified trust service providers shall inform the supervisory body at thetatest
least one month in advance about planned audits and allow for the participation of
the supervisory body as an observer upon request.
e The paragraph 1 of the Article 21 was repeated before Article 24 modification without any
context. This second appearance was omitted.

Unrepealed paragraphs of the elDAS Regulation that apply to the Directive

These are the provisions relating to the Directive. Since the directive was repealed a long time ago,
these remaining sections make no sense.

These sentences, paragraphs are colored to purple in the consolidated text:

e Article 50

e Article 51 paragraph 3, 4

e Article 52 paragraph 2, 3, 4
The draft inserts the Article 52, but there is already an Article 52. The inserted text is
identical with the first paragraph of Article 52 of elDAS.

Other inconsistencies
There are few other inconsistencies in the wording of draft:
e The wording says, that the Article 24 paragraph 2 point ,point (g) and (h) are replaced”. But
also, the point (i) was replaced. This amendment to point (i) has also been included.

e The wording says “Article 33 is amended as follows:” but the amended paragraphs are
already exists, and paragraph 2 of Article 33 shall be replaced.
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The deadlines

Legislative tasks for the Commission within 6 months of the entry into
force of the elD Regulation

The following table lists the implementing rules to be established by the Commission for which the

deadline is 6 months.

Article
Article 6a paragraph 11
Article 6b paragraph 4

Article 6¢ paragraph 4
Article 6d paragraph 3
Article 6da paragraph 5
Article 11a paragraph 3
Article 45c paragraph 4

Article 45d paragraph 2

Article 45da paragraph 6

Article 45da paragraph 7

Task

Implementing act about the standards and/or procedures for EDIWSs.
Implementing act about the standards and/or procedures for EDIW
Relying parties.

Implementing act about the certification of the European Digital Identity
Wallets.

Implementing act about the formats and/or procedures of EDIW list
publishing.

Implementing act about the standards and/or procedures for Reaction
on an EDIW Security breach.

Implementing act about the standards and/or procedures when Member
States act as relying parties for cross border services.

Implementing act about the standards and/or procedures for qualified
electronic attribute attestation.

Implementing act about the standards and/or procedures for the
catalogue of attributes and schemes for the attestation of attributes and
verification procedures for qualified electronic attestations of attributes.
Implementing act about the standards and/or procedures for PSB
electronic attribute attestation.

Implementing act about the standards and/or procedures for notification
of PSBs to the Commission.
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Legislative tasks for the Commission within 12 months of the entry into
force of the elD Regulation

The following table lists the implementing rules to be established by the Commission for which the

deadline is 12 months.

Article
Article 19a paragraph 2

Article 20 paragraph 4

Article 21 paragraph 4
Article 24 paragraph 1a
Article 24 paragraph 5
Article 28 paragraph 6
Article 29a paragraph 2

Article 31 paragraph 3
Article 32 paragraph 3

Article 32a paragraph 3

Article 32a paragraph 4
Article 33 paragraph 2
Article 34 paragraph 3
Article 38 paragraph 6
Article 42 paragraph 2
Article 44 paragraph 2
Article 45 paragraph 3
Article 45ga paragraph 2
Article 45i paragraph 3

Article 46a paragraph 8

Task

Implementing act about the standards and/or procedures for TSPs
providing non-qualified services.

Implementing act about the standards and/or procedures for:

- accreditation of CABs

- QTSP conformity assessment requirements

Implementing act about the standards and/or procedures for the
initiation of a qualified trust service.

Implementing act about the standards and/or procedures for the
verification of identities and attributes.

Implementing act about the standards and/or procedures for the
requirements for QTSPs.

Implementing act about the standards and/or procedures for qualified
certificates for electronic signature.

Implementing act about the requirements for a qualified service for the
management of remote qualified electronic signature creation devices
Implementing act about the formats and/or procedures of QSCD.
Implementing act about the standards and/or procedures for QSCD list
publishing

Implementing act about the standards and/or procedures for
requirements for validation of advanced signatures based on qualified
certificates.

Implementing act about the standards and/or procedures for
requirements for validation of qualified signature.

Implementing act about the standards and/or procedures for
requirements for qualified validation service.

Implementing act about the standards and/or procedures for
requirements for qualified preservation service.

Implementing act about the standards and/or procedures for qualified
certificates for electronic seals.

Implementing act about the standards and/or procedures for qualified
electronic time stamps.

Implementing act about the standards and/or procedures for qualified
electronic registered delivery services.

Implementing act about the standards and/or procedures for qualified
web site authentication.

Implementing act about the standards and/or procedures for qualified
electronic archiving services.

Implementing act about the standards and/or procedures for qualified
electronic ledgers.

Implementing act about the formats and/or procedures of the
supervisory report.
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Article

Article 46b paragraph 8
Article 46e paragraph 7

Task

facilitate the cooperation between the Member States

Implementing act about the guideline of supervisory practice.
Implementing act about the necessary procedural arrangements to

Tasks for the Commission within 24 months of the entry into force of the
elD Regulation

The following table lists the implementing rules to be established by the Commission for which the
deadline is 24 months.

Article

Task

Commission shall carry out an assessment on whether it is necessary to
adopt an implementing act, establishing a list of reference standards
and when necessary, establishing specifications and procedures for
Article 26 paragraph 2 advanced electronic signatures.
Commission shall carry out an assessment on whether it is necessary to
adopt an implementing act, establishing a list of reference standards
and when necessary, establishing specifications and procedures for

Article 36 paragraph 2 advanced electronic seals.
The Commission shall review the application of this Regulation and shall
Article 49 paragraph 1 report to the European Parliament and to the Council .

Other deadlines starting from the entry into force of the elD Regulation

The following table lists the other deadlines found in the elD regulation.

Article
Article 51
paragraph 1
Article 51
paragraph 2a

Article 51
paragraph 2b

Task

SSCD devices can only considered as QSCD device. (After this date only
QSCD is allowed to use.)

The already running remote qualified electronic signature services are
considered valid, without conformity assessment.

The already running remote qualified trust services are considered valid,

without conformity assessment, and the elDAS Art. 24 identification are
still usable.
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Deadlines starting from the publication of the implementing regulation
under Art. 6a paragraph 11 and Art. 6c (4)

The following table lists the other deadlines and their subjects starting from the publication of the
implementing regulation under Art. 6a paragraph 11 and Art. 6c (4).

Article Subject Task Months
Articl M
;:': ?:ah Stae:zber Member State shall provide at least one European Digital 24
Zrl., grap Identity Wallet.
Article 6db  EDIW If strong authentication required by a EU or national law or
paragraph Relying by contractual obligations, relying parties shall accept the 36
2 parties EDIWs.
AaBOE ) el Member State shall provide access to authentic sources for
paragraph  State . o 24
1 attributes detailed in Annex VI.
Deadlines that start from another event or legal act or with different
subject
The following table lists the other deadlines found in the elD regulation.
Article Subject Task Months Condition
. Member State, if electronic after the
Article 6a . e e . . .
aragraoh Member identification is used for public services 24 Commission
2 grap State shall recognize other Member States published it on
electronic identification. the list
Commission shall carry out an after
Article 6db y - deployment of
. assessment on demand, availability and
paragraph  Commission . . . 24 the European
usability of the European Digital Identity . .
5 Wallets Digital Identity
Wallets
Article 45d EDICG shall publish guideline on the after entry into
paragraph  EDICG organizational aspects and procedures 24 force of the elD
1 for the mutual assistance. Regulation
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The consolidated draft elD (elIDAS2) regulation

Proposal for a

REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL

amending Regulation (EU) No 910/2014 as regards establishing a framework for a European Digital
Identity

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,

Having regard to the Treaty on the Functioning of the European Union, and in particular Article 114
thereof,

Having regard to the proposal from the European Commission,

After transmission of the draft legislative act to the national parliaments,

Having regard to the opinion of the European Economic and Social Committee,

Acting in accordance with the ordinary legislative procedure,

Whereas:

(PREAMBLE PARAGRAPHS)

(1) The Commission Communication of 19 February 2020, entitled “Shaping Europe’s Digital
Future” announces a revision of Regulation (EU) No 910/2014 of the European Parliament and
of the Council with the aim of improving its effectiveness, extend its benefits to the private
sector and promote trusted digital identities for all Europeans.

(2) In_its conclusions of 1-2 October 2020, the European Council called on the Commission to
propose the development of a Union-wide framework for secure public electronic
identification, including interoperable digital signatures, to provide people with control over
their online identity and data as well as to enable access to public, private and cross-border

digital services.

(2a)  The Digital Decade Policy Programme 2030, established by Decision (EU) 2022/2481 of the
European Parliament and of the Council, sets the objectives and digital targets of a Union
framework which, by 2030, leads to wide deployment of a trusted, voluntary, user-controlled
digital identity, recognised throughout the Union and allowing each user to control their data
in online interactions.

(3a) The interinstitutional Declaration entitled “European Declaration on Digital Rights and
Principles for the Digital Decade”, signed by the European Parliament, the Council and the
Commission on 15 December 2022 (the ‘Declaration’), underlines every citizen’s right to
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access digital technologies, products and services that are safe, secure, and privacy-
protective by design. This includes ensuring that all people living in the Union are offered an
accessible, secure and trusted digital identity that enables access to a broad range of online
and offline services, protected against all cyberthreats, including identity theft or
manipulation. The Declaration also states that everyone has the right to the protection of
their personal data online. That right encompasses the control on how the data is used and
with whom it is shared.

Union citizens should have the right to a digital identity that is under their sole control and

(3¢)

that enables them to exercise their rights as citizens in the digital environment and to
participate in _the digital economy. To achieve this aim, a European digital identity
framework should be established allowing Union citizens to access public and private online
and offline services throughout the Union.

A harmonised digital identity framework should contribute to the creation of a more digitally

(4)

integrated Union by reducing digital barriers between Member States and by empowering
Union citizens and residents to enjoy the benefits of digitalisation, while increasing
transparency and the protection of their rights.

A more harmonised approach to digital identification should reduce the risks and costs of the

(4a)

current fragmentation due to the use of divergent national solutions or, in some Member
States, the absence of such electronic identification solutions. Such an approach should
strengthen the Single Market by allowing citizens, other residents as defined by national law
and businesses to identify and authenticate online and offline in a safe, trustworthy, user
friendly, convenient, accessible and harmonised way, across the Union. The European Digital
Identity Wallet should provide natural and legal persons across the Union with a harmonised
electronic identification means enabling the authentication and sharing of data linked to
their identity. Everyone should be able to securely access public and private services relying
on an improved ecosystem for trust services and on verified proofs of identity and electronic
attestations of attributes, such as academic qualifications, university degrees or other
educational or professional entitlements. The framework for a European Digital Identity
should achieve a shift from the reliance on national digital identity solutions only, to the
provision of electronic attestations of attributes valid and legally recognised across the Union.
Providers of electronic attestations of attributes should benefit from a clear and uniform set
of rules, while public administrations should be able to rely on electronic documents in a given
format.

Several Member States have implemented and largely use electronic identification means

that nowadays are accepted by service providers in the Union. Additionally, investments
were made into both national and cross-border solutions on the basis of Requlation (EU) No
910/2014 of the European Parliament and of the Council, including the interoperability of
notified electronic identification schemes (eIDAS) pursuant to that Requlation. In order to
guarantee the complementarity and a fast adoption of European Digital Identity Wallets by
current users of notified electronic identification means and to minimise the impacts on
existing service providers, European Digital Identity Wallets are expected to benefit from
building on the experience with existing electronic identification means and taking
advantage of the deployed elDAS infrastructure at Union and national levels.
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Requlation (EU) 2016/679 and, where relevant, Directive 2002/58/EC should apply to all

(5)

personal data processing activities under this amending Regulation. The solutions under the
interoperability framework provided in this amending Regulation should also comply with
these rules. EU data protection law provides for data protection principles, such as the data
minimisation and purpose limitation principle and obligations, such as data protection by
design and by default. The implementation of this amending Requlation should comply with
these data protection principles and obligations.

To support the competitiveness of European businesses, both online and offline service

(5b)

providers should be able to rely on digital identity solutions recognised across the Union,
irrespective of the Member State in which they have been provided, thus benefiting from a
harmonised European approach to trust, security and interoperability. Both users and service
providers should be able to benefit from the same legal value provided to electronic
attestations of attributes across the Union.

A harmonised digital identity framework should create economic value by providing easier
access to goods and services and by significantly reducing operational costs linked to
identification and authentication procedures, for instance during the on-boarding of new
customers, by reducing the potential for cybercrimes, such as identity theft, data theft and
online fraud, thus promoting efficiency gains and the secure digital transformation of
Union’s micro, small and medium sized enterprises (SMEs).

The European Digital Identity Wallet (EDIW) should facilitate the application of the ‘once

(6)

only’ principle, thus reducing administrative burden and supporting cross-border mobility of
citizens and businesses across the Union and fostering the development of interoperable e-
government services across the Union.

Regulations (EU) No 2016/679* and (EU) 2018/1725? and Directive 2002/58/EC? apply to the

(6a)

processing of personal data in the implementation of this amending Regulation. Therefore,
this amending Regulation should lay down specific safeguards to prevent providers of
electronic_identification means and electronic_attestation of attributes from combining
personal data from other services with the personal data processed to provide the services
falling within the scope of this amending Regulation. Personal data related to the provision
of European Digital Identity Wallets should be kept logically separate from any other data
held by the provider. This amending Regulation should not prevent providers of European
Digital Identity Wallets to apply additional technical measures contributing to protection of
personal data, such as physical separation of personal data relating to the provision of
Wallets from any other data held by the provider. Without prejudice to Requlation (EU)
2016/679, this amending Requlation further specifies the application of principles of purpose
limitation, data minimisation, and data protection by design and by default.

EDIWs should have the function of a common dashboard embedded into the design, in order

to ensure a higher degree of transparency, privacy and control of the users over their data.
This function should provide an easy, user friendly interface with an overview of all relying
parties with whom the user has shared data, including attributes, and the type of data shared
with each relying party. It should allow the user to track all transactions executed through
EDIWs, with at least the following data: the time and date of the transaction, the counterpart
identification, the data requested and the data shared. That information should be stored
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even if the transaction was not concluded. It should not be possible to repudiate the
authenticity of the information contained in the transaction history. Such a function should
be active by default. It should allow users to easily request to a relying party the immediate
deletion of personal data pursuant Article 17 of Regqulation
(EU) 2016/679 and to easily report to the competent national authority where a relying party
is established if an unlawful or inappropriate request of data is received without leaving the
EDIW.

Member States should integrate different privacy-preserving technologies, such as zero

(7)

knowledge proof, into the EDIW. These cryptographic methods should allow a relying party
to validate that a given statement based on the person’s identification data and attestation
of attributes is true, without revealing any data this statement is based on, thereby ensuring
the privacy of the user.

This Requlation should set out the harmonised conditions for the establishment of a

(7a)

framework for European Digital Identity Wallets to be provided by Member States. All Union
citizens and residents as defined by national laws should be empowered to securely request,
select, combine, store, delete, share and present data related to their identity and request
deletion of their personal data in a user friendly and convenient way, under the sole control
of the user, while enabling selective disclosure. This Requlation should reflect shared
European values and uphold fundamental rights, legal safequards and liability, thus
protecting democratic societies and citizens. Technologies used to achieve those objectives
should be developed aiming towards the highest level of security, privacy, user convenience,
accessibility, wide usability and seamless interoperability. Member States should ensure
equal access to digital identification to all their nationals and residents.
Member States should not, directly or indirectly, limit access to public or private services to
natural or legal persons not opting to use EDIWs and should make available appropriate
alternative solutions.

Member States should rely on the possibilities offered by this Requlation to provide, under

(8)

their responsibility, European Digital Identity Wallets for use by the natural and legal persons
residing on their territory. To offer Member States flexibility and leverage the technological
state of the art, this Requlation should enable provision of EDIWs directly by a Member State,
under a mandate from a Member State, or independently of a Member State, but recognised
by that Member State.

For the purposes of reqistration, relying parties should provide the information necessary to

allow for their identification and authentication towards the European Digital Identity
Wallets. When declaring their intended use of the EUDIW, relying parties should provide
information regarding the data that they will request, if any, in order to provide their services
and the reason for the request. Relying party registration should facilitate Member States’
verifications related to the lawfulness of the activities of the relying parties in accordance
with Union law.

The obligation to register should be without prejudice to obligations laid down in other Union
or national law, such as the information to be provided to the data subjects pursuant to the
Requlation (EU) 2016/679.
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Relying parties should comply with the safequards offered by Articles 35 and 36 of Regulation
(EU) 2016/679, in particular by performing data protection impact assessments and by
consulting the competent data protection authorities prior to data processing where data
protection impact assessments indicate that the processing would result in a high risk. Such
safequards should support the lawful processing of personal data by relying parties, in
particular when special categories of data are at stake, such as health data.
The registration of relying parties should enhance transparency and trust in the use of the
European Digital Identity Wallet. Registration should be cost-effective and proportionate to
the related risks in order to ensure the uptake by service providers. In this context,
registration should provide for the use of automated procedures, including the reliance on
and the use of existing registers by Member States, and not entail a pre-authorisation
process.

The registration process should enable a variety of use-cases that may differ in terms of mode
of operation (online/offline), or in terms of the requirement to authenticate devices for the
purposes of interfacing with the European Digital Identity Wallet. Registration should
exclusively apply to relying parties providing services by means of digital interaction.

Safequarding citizens against unauthorised or fraudulent use of the wallet is of high

(9)

importance for ensuring trust in and for the wide uptake of the European Digital Identity
Wallets. Users should be provided with effective protection against such misuse. In
particular, when facts that form the basis for a fraudulent or otherwise illegal use of the
wallet are established by a national judicial authority in the context of another procedure,
supervisory bodies of the wallet issuers should upon notification take the necessary
measures to ensure that the registration of the relying party and the inclusion of relying
parties in the authentication mechanism is withdrawn or suspended until the notifying
authority confirms that the identified irreqularities have been remedied.

All EDIWs should enable users to electronically identify and authenticate online and offline

across borders to access a wide range of public and private services. Without prejudice to
Member States’ prerogatives as regards the identification of their nationals and residents,
EDIWs can also_serve the institutional needs of public administrations, international
organisations and the Union’s institutions, bodies, offices and agencies. Offline use would be
important in many sectors, including in the health sector where services are often provided
through face-to-face interaction and ePrescriptions should be able to rely on QR-codes or
similar technologies to verify authenticity. Relying on the level of assurance “high”, EDIWs
should benefit from the potential offered by tamper-proof solutions such as secure elements,
to comply with the security requirements under this Regulation. The European Digital Identity
Wallets should also allow users to create and use qualified electronic signatures and seals
which are accepted across the EU. When on-boarding into EDIWSs, natural persons should be
able to sign with qualified electronic signatures, free of charge and by default, without
having to go through any additional administrative procedures. This should enable users to
sign or seal self-claimed assertions or attributes. To achieve simplification and cost reduction
benefits to persons and businesses across the Union, including by enabling powers of
representation and e-mandates, Member States should provide EDIWs relying on common
standards and technical specifications to ensure seamless interoperability and to adequately
increase the IT security, strengthen robustness against cyber-attacks and thus significantly
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reduce the potential risks of ongoing digitalisation for citizens and businesses. Only Member
States’ competent authorities can provide a high level of confidence in establishing the identity
of a person and therefore provide assurance that the person claiming or asserting a particular
identity is in fact the person he or she claims to be. It is therefore necessary for the provision
of the European Digital Identity Wallets to rely on the legal identity of citizens, other residents
or legal entities. Reliance on the legal identity should not hinder the possibility of EIDWs users
to access services through the use of pseudonyms, where there is no legal requirement for
legal identity for authentication. Trust in the EDIWs would be enhanced by the fact that
issuing and managing parties are required to implement appropriate technical and
organisational measures to ensure the highest level of security that is commensurate to the
risks raised for the rights and freedoms of the natural persons, in line with Regulation (EU)

2016/679.

The use of qualified electronic signature should be free of charge to all natural persons for non-

(9a)

professional purposes. Member States may provide for measures to prevent the free-of-
charge use of qualified electronic signatures by natural persons for professional purposes,
ensuring that any such measures are proportionate to identified risks and are justified.

It is beneficial to facilitate the uptake and use of European Digital Identity Wallets by

(9a)

seamlessly integrating them with the ecosystem of public and private digital services already
implemented at national, local or regional level. To achieve this goal, Member States may
provide for legal and organizational measures in order to increase flexibility for issuers of
European Digital Identity Wallets and to allow for additional functionalities of European
Digital Identity Wallets beyond what is set out by this Requlation, including by enhanced
interoperability with existing national electronic identification means. This should be by no
means to the detriment of providing core functions of the European Digital Identity Wallets
as set out in this Requlation nor to promote existing national solutions over European Digital
Identity Wallets. Since they go beyond this Regulation, those additional functionalities do
not benefit from the provisions on cross-border reliance on European Digital Identity Wallets
set out in this Requlation.

EDIWSs should include a functionality to generate user chosen and managed pseudonyms, to

(10a)

authenticate when accessing online services.

In order to avoid divergent approaches and harmonize the implementation of the

(10b)

requirements laid down by this Regulation, European Digital Identity Wallets should be
certified according to common specifications, procedures and reference standards adopted
by the Commission according to this Requlation for the purpose of expressing detailed
technical specifications of those requirements.
For as long and as far as the certification of the conformity of European Digital Identity
Wallet with relevant cybersecurity requirements are not covered by cybersecurity
certification schemes that are available and referenced in this Requlation, and for as far as
non-cybersecurity requirements relevant to the European Digital Identity Wallet are
concerned, Member States should establish national certification schemes following the
harmonized requirements set out in this Requlation.

Certification of conformity with the cybersecurity requirements established in this Requlation

should, where available, rely on the relevant European cybersecurity certifications schemes
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established pursuant to Regulation (EU) 2019/881 which establishes a voluntary European
cybersecurity certification framework for ICT products, processes and services.

In order to continuously assess and mitigate risks linked to security, certified European

(10d)

Digital Identity Wallet should be subject to reqular vulnerability assessments aiming at
detecting any vulnerability of the certified product, process, and service related components
of the European Digital Identity Wallet.

By protecting users and companies from cybersecurity risks, the essential cybersecurity

(10e)

requirements laid down in this Requlation, are also to contribute to enhancing the protection
of personal data and privacy of individuals. Synergies on both standardisation and
certification on cybersecurity aspects should be considered through the cooperation between
the Commission, the European Standardisation Organisations, the European Union Agency
for Cybersecurity (ENISA), the European Data Protection Board (EDPB) established by
Regqulation (EU) 2016/679, and the national data protection supervisory authorities.

The on-boarding of citizens and residents to the European Digital Identity Wallet should be

(10f)

facilitated by relying on electronic identification means issued at level of assurance ‘high’,
Electronic identification means issued at level of assurance ‘substantial’ should be relied
upon only in cases where harmonised technical and operational specifications using
electronic identification means issued at level of assurance ‘substantial’ in combination with
other supplementary means of identity verification will allow the fulfillment of the
requirements set out in_ this Regulation as regards level of assurance ‘high’. Such
supplementary means or measures should be reliable and easy to utilize by the users and
could be built on the possibility to use remote on-boarding procedures, qualified certificates
supported by qualified signatures, qualified electronic attestation of attributes or a
combination thereof. To ensure sufficient uptake of European Digital Identity Wallets,
harmonised technical and operational specifications for on-boarding of users by using
electronic identification means, including those issued at level of assurance ‘substantial’,
should be set out in implementing acts.

The objective of this Requlation is to provide the user with a fully mobile, secure and user-

(11)

friendly European Digital Identity Wallet. As a transitional measure until the availability of
certified tamper-proof solutions, such as secure elements within the users' devices, the
European Digital Identity Wallets may rely upon certified external secure elements for the
protection of the cryptographic material and other sensitive data or upon notified national
solutions at level of assurance ‘high’ in order to demonstrate compliance with the relevant
requirements of the Requlation as regards the level of assurance of the Wallet. The use of
the above-mentioned transitional measure should be limited to use cases requiring level of
assurance ‘high’, such as on-boarding of the user to the Wallet and authenticating to services
requiring level of assurance ‘high’. When authenticating to services requiring level of
assurance ‘substantial’, European Digital Identity Wallets should not require the use of the
above-mentioned transitional measure. This Regulation should be without prejudice to
national conditions for the issuance and use of certified external secure element in case this
transitional measure relies on it.

European Digital Identity Wallets should ensure the highest level of data protection and

security for the purposes of authentication and identification to facilitate access to public
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and private services, irrespective of whether such data is stored locally or on cloud-based
solutions, taking due account of the different levels of risk.

EDIWSs should be secure-by-design and implement advanced security features to protect

(11c)

against identity and other data theft, denial of service and any other cyber threat. This
should include state of-the-art encryption and storage methods that are only accessible to
and can be decrypted exclusively by the user and rely on end-to-end encrypted
communication with other EDIWs and relying parties. Additionally, EDIWs should require
secure explicit, and active users’ confirmation for the operations performed via the EDIWs.

The use of the wallet free of charge should not result in the processing of data beyond what

(11d)

is necessary for the provision of wallet services. This Requlation should not allow processing
of personal data stored in or resulting from the use of the European Digital Identity Wallet
by the provider of the European Digital Identity Wallet for other purposes than the provision
of wallet services. To ensure privacy, EDIW providers should ensure unobservability by not
collecting data and not having insight into the transactions of the users of the Wallet. This
means that the providers should not be able to see the details of the transactions made by
the user. However, in specific cases based on the previous explicit consent of users for each
of those specific cases, and in full accordance with GDPR, providers of EDIW could be granted
access to the information necessary for the provision of a particular service related to the
Wallet.

The transparency of EDIWs and accountability of their providers are key elements to create

(11e)

social trust and trigger acceptance of the framework. The functioning of European Digital
Identity Wallets should therefore be transparent and, in particular, allow for verifiable
processing of personal data. To achieve this, Member States should disclose the source code of
the user application software components of European Digital Identity Wallets, including those
that are related to processing of personal data and data of legal persons. The publication of
this source code under an open-source licence should enable society, including users and
developers, to understand its operation, audit and review the code. This would increase users’
trust in the Wallet ecosystem and contribute to the security of EDIWs by enabling anyone to
report vulnerabilities and errors in the code. Overall, this should incentivise suppliers to deliver
and maintain a highly secure product. However, there are cases where the disclosure of the
source code for the libraries used, communication channel or other elements that are not
hosted on user device, could be limited by Member States, for duly justified reasons,
especially for public security purposes.

The use of the EDIWs as well as the discontinuation of their use should be the exclusive right

(11f)

and choice of users. Member States should develop simple and secure procedures for the
users to request immediate revocation of validity of EDIWs, including in case of loss or theft.
Upon the death of the user or the cessation of activity by a legal person, a mechanism should
be established to enable the authority responsible for settling the succession of the natural
person or assets of the legal person to request the immediate termination of EDIWs.

In order to promote uptake of the EDIWs and wider use of digital identities, Member States

should not only show the benefits of the relevant services, but also, in cooperation with the
private sector, researchers and academia, develop training programmes aiming to
strengthen the digital skills of their citizens and residents, in particular for vulnerable groups
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such as persons with disabilities and older persons.
Member States should also raise awareness about the benefits and risks of the European Digital
Identity Wallet by means of communication campaigns.

To ensure that the European Digital Identity framework is open to innovation, technological

(13)

development and future-proof, Member States are encouraged to jointly set up sandboxes to
test innovative solutions in a controlled and secure environment in particular to improve the
functionality, protection of personal data, security and interoperability of the solutions and to
inform future updates of technical references and legal requirements. This environment
should foster the inclusion of European SMEs, start-ups and individual innovators and
researchers, as well as relevant industry stakeholders.
Such initiatives should contribute to and strengthen the requlatory compliance and technical
robustness of the EDIWs to be provided to the citizens, thus preventing the development of
solutions non-compliant with Union law on data protection or open to security
vulnerabilities.

Regulation (EU) No 2019/1157 strengthens the security of identity cards with enhanced

(14)

security features by August 2021. Member States should consider the feasibility of notifying
them under electronic identification schemes to extend the cross-border availability of
electronic identification means.

The process of notification of electronic identification schemes should be simplified and

(15)

accelerated to promote the access to convenient, trusted, secure and innovative
authentication and identification solutions and, where relevant, to encourage private identity
providers to offer electronic identification schemes to Member State’s authorities for
notification as national electronic identification schemes under Regulation 910/2014.

Streamlining of the current notification and peer-review procedures will prevent

(16)

heterogeneous approaches to the assessment of various notified electronic identification
schemes and facilitate trust-building between Member States. New, simplified, mechanisms
should foster Member States’ cooperation on the security and interoperability of their notified
electronic identification schemes.

Member States should benefit from new, flexible tools to ensure compliance with the

(17)

requirements of this Regulation and of the relevant implementing acts. This Regulation should
allow Member States to use reports and assessments, performed by accredited conformity
assessment bodies, as provided for in the context of certification schemes to be established
at Union level under Regulation (EU) 2019/881, to support their claims on the alignment of the
schemes or of parts thereof with the requirements of the Regulation on the interoperability
and the security of the notified electronic identification schemes.

Public_service providers use the person identification data available from electronic

identification means pursuant to Regulation (EU) No 910/2014 to match the electronic identity
of the users from other Member States with the person identification data provided to those
users in the Member State performing the cross-border identity matching process. However,
in many cases, despite the use of the elDAS minimum data set, ensuring accurate identity
matching when Member States act as relying parties require additional information about
the user and specific complementary unique identification procedures to be performed at
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national level. To further support the usability of electronic identification means, provide
better online public services and increase legal certainty in relation to the electronic identity
of the users, this Regulation should require Member States to take specific online measures
to ensure unequivocal identity matching when users intend to access cross-border public
services online.

When developing European Digital Identity Wallets, it is essential to take into consideration

(18)

the needs of users. There should be meaningful use cases and online services relying on
European Digital Identity Wallets available. For convenience of users and in order to ensure
cross-border availability of such services, it is important to undertake actions in order to
facilitate a similar approach to design, development and implementation of online services
in_all Member States. Non-binding guidelines on how to design, develop and implement
online services relying on European Digital Identity Wallets have the potential of becoming
a useful tool to achieve this goal. These guidelines should be prepared in due account of the
interoperability framework of the Union. Member States should have a leading role when it
comes to adopting them.

In accordance with Directive (EU) 2019/882, persons with disabilities should be able to use the

(18a)

European digital identity wallets, trust services and end-user products used in the provision of
those services on an equal basis with other users.

In order to ensure effective enforcement of the obligations laid down in this Requlation, a

(18b)

minimum for the maximum of administrative fines for both qualified and non-qualified trust
service providers should be established. Member States should implement penalties regimes
providing for effective, proportionate and dissuasive sanctions. When determining the
penalties, the size of the affected entities, their business models and the severity of the
breaches should be duly taken into consideration.

Member States should lay down rules on penalties for infringements such as direct or indirect

(19)

practices leading to confusion between non-qualified and qualified trust services or to the
abusive use of the EU trust mark by non-qualified trust service providers. The EU trust mark
should not be used under conditions which, directly or indirectly, lead to the belief that any
non-qualified trust services offered by these providers are qualified.

This Regulation should not cover aspects related to the conclusion and validity of contracts or

(20)

other legal obligations where there are requirements as regards form laid down by Union or
national law. In addition, it should not affect national form requirements pertaining to public
registers, in particular commercial and land registers.

The provision and use of trust services and the benefits brought in terms of convenience and

legal certainty in the context of cross-border transactions, in particular when qualified trust
services are used, are becoming increasingly important for international trade and
cooperation. International partners of the EU are establishing trust frameworks inspired by
Regulation (EU) No 910/2014. In order to facilitate the recognition of qualified trust services
and their providers, implementing legislation may set the conditions under which trust
frameworks of third countries could be considered equivalent to the trust framework for
qualified trust services and providers in this Regulation. Such an approach should complement
the possibility for the mutual recognition of trust services and providers established in the
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Union and in third countries in accordance with Article 218 of the Treaty. When setting out
the conditions under which trust frameworks of third countries could be considered
equivalent to the trust framework for qualified trust services and providers in this
Regqulation, compliance with the relevant provisions in the Directive (EU) 2022/2555 and
Requlation (EU) 2016/679 should also be ensured, as well as the use of trusted lists as
essential elements to build trust.

This Requlation should foster choice and the possibility of switching between EDIWs, where

(21b)

a Member State has endorsed more than one EDIW solution on its territory. In order to avoid
lock-in effects in such situations, where technically feasible, the providers of EDIWs should
ensure the effective portability of data at the request of EDIW users, and should not be
allowed to use contractual, economic or technical barriers to prevent or to discourage
effective switching between different EDIWs.

To ensure the proper functioning of the European Digital Identity Wallets, ‘wallet’ providers

(22)

need effective interoperability and fair, reasonable and non-discriminatory conditions for the
‘wallet’ to access specific hardware and software features of mobile devices. These
components may include in_particular but not exclusively, Near Field Communication
antennas and secure elements (including Universal Integrated Circuit Cards, embedded
secure elements, microSD cards and Bluetooth Low Energy). The access to these components
may be under the control of mobile network operators and equipment manufacturers.
Therefore, whenever needed to provide the services of the European Digital Identity Wallets,
original _equipment manufacturers of mobile devices or providers of electronic
communication services should not refuse access to such components. In addition, the
undertakings that are designated gatekeepers for enumerated core platform services by the
European Commission under Requlation (EU) 2022/1925, should remain subject to the
specific provisions of such Requlation, building on Article 6(7) of the Regulation (EU)
2022/1925 of the European Parliament and of the Council.

In order to streamline the cybersecurity obligations imposed on trust service providers, as well

as to enable these providers and their respective competent authorities to benefit from the
legal framework established by Directive EU 2022/2555, trust services are required to take
appropriate technical and organisational measures pursuant to Directive EU 2022/2555, such
as measures addressing system failures, human error, malicious actions or natural phenomena
in order to manage the risks posed to the security of network and information systems which
those providers use in the provision of their services as well as to notify significant incidents
and cyber threats in accordance with Directive EU 2022/2555. With regard to the reporting of
incidents, trust service providers should notify any incidents having a significant impact on the
provision of their services, including such caused by theft or loss of devices, network cable
damages or incidents occurred in the context of identification of persons. The cybersecurity
risk management requirements and reporting obligations under Directive EU 2022/2555
should be considered complementary to the requirements imposed on trust service providers
under this Regulation. Where appropriate, established national practices or guidance in
relation to the implementation of security and reporting requirements and supervision of
compliance with such requirements under Regulation (EU) No 910/2014 should continue to be
applied by the competent authorities designated under Directive EU 2022/2555. Any
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requirements pursuant to this Regulation do not affect the obligation to notify personal data
breaches under Regulation (EU) 2016/679.

Due consideration should be given to ensure effective cooperation between the NIS and eIDAS

(24)

authorities. In cases where the supervisory body under this Regulation is different from the
competent authorities designated under Directive (EU) 2022/2555, those authorities should
cooperate closely, in a timely manner by exchanging the relevant information in order to
ensure effective supervision and compliance of trust service providers with the requirements
set out in this Regulation and Directive (EU) 2022/2555. In particular, the supervisory bodies
under this Regulation should be entitled to request the competent authority under Directive
(EU) 2022/2555 to provide the relevant information needed to grant the qualified status and
to carry out supervisory actions to verify compliance of the trust service providers with the
relevant requirements under Directive (EU) 2022/2555 or require them to remedy non-

compliance.

It is essential to provide for a legal framework to facilitate cross-border recognition between

(25)

existing national legal systems related to electronic registered delivery services. That
framework could also open new market opportunities for Union trust service providers to offer
new pan-European electronic registered delivery services. In order to ensure that the data
using a qualified electronic registered delivery service is delivered to the correct addressee,
qualified electronic registered delivery services should ensure with full certainty the
identification of the addressee while a high level of confidence would suffice as regard to the
identification of the sender. Providers of qualified electronic registered delivery services
should be encouraged by Member States to have their services to be interoperable with
qualified electronic registered delivery services provided by other qualified trust service
providers in order to easily transfer the electronic registered data between t